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Uber T&A SYSTE

Typ:

Grundung:
GroBe:

Entwicklungen:

CONIAMS

Network Infrastructure Analytics & Management System

Softwareentwickler / Dienstleister ’AT&A SYSTEME

/ Systemintegrator in den Bereichen
Cloud-Services (Private & Public),
Collaboration (Portale & UC)

sowie Enterprise-Storage-Losungen

Dezember 1994
60 Mitarbeiter

Logipad® seit 2002, auf Windows & iOS

— der elektronische Flugkoffer fur Piloten

in der zivilen Luftfahrt, auch als Cloud-Variante
NIAMS® seit 2001

— Management, Analyse
& Dokumentation von Netzwerken

|_t:)gT|:)t:1d°"'°
EFBcloud

Analytics & Management System

MNetwork Infrastructure
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Uber T&A SYSTE

Microsoft Partner HITACHI ;;Uf[r:ﬁﬂh

Gold  Application Development s :
Gold Collaboration and Content Hitachi Data Systems

Gold Communications

Gold  Digital Marketing

Gold Hosting

Gold  Volume Licensing

Silver Devices and Deployment

Silver Identity and Access

Silver Management and Virtualization
Silver Messaging

Sl oty Azure Circle :) Lync

Silver Server Platform
Silver Software Asset Management

GOLD

T&A SYSTEME plant, implementiert und unterstutzt den Betrieb fur
« Microsoft Collaboration-Lésungen: Exchange, SharePoint, Lync
« Data Center-Infrastrukturen als private Cloud und als Unified Plattform fur Lync

T&A SYSTEME ist einer von zwei deutschen Premier Support for Lync Partnern (PSLP)

- Entwicklung von NIAMS® Software zur Planung und Qualitatssicherung
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Mit NIAMS-Software ¢
Informationen uber I

fur alle IT-Bereiche st

-/
08 @ NIAMS® Device Manager
‘+’ @ () NIAMS® Route Analytics
J (s} NIAMS® IPV6 Migrator

’ @ NIAMS® Business Service
‘-’@ IPv6
@ NIAMS® Connectoren

%T&A SYSTEME Stand: 08.05.2014
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NIAMS® Architektur

@ NIAMS® Route Analytics

* Gerateerkennung per Auto Discover

e Beschafft Konfiguration, Asset, Layer2- und
Layer3-Informationen zu Geraten

* Nutzt Telnet, SSHv1/v2 und SNMPv1/v2/v3

¢, NIAMS® Device Manager

* Universelle Datenbeschaffung

e Verteilen von Konfigurationsanderungen

* Nutzt Telnet, SSHv1/v2, CLI, NIAMS® Makro Language
und Regular Expression
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NIAMS® Architektur

CSV, ASCII,
XML, ODBC

Database

eMail,
SNMP-Trap

Telnet,
SSH, SNMP

CSV, ASCII,
HTML
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NIAMS® Architektur

Verarbeitung jedes einzelnen Devices in eigenem Prozess

e Unterstltzung von Multiprozessor/Multicore-Hardware

e Skalierbar
 vom Consulting Notebook bis zum Server Grid mit 255 Knoten

 fur kleine Netze, bis zu Carrier Netzen

* Vollstandige Daten-/Routing-Snapshots zu definierten Zeiten
tber das gesamte Netz oder Teilbereiche

e Auswertung nach Device Gruppen und nach Business Services

)AT&_A SYSTEME



Network Infrastructure Analytics & Management System

NIAMS® Architektur

e Speicherung in Flat File-Datenbank

 Hochste Performance fur Massendatenspeicherung
* Freidefinierbare Felder und Menus
e Bidirektionale Datenaustausch mit externen Systemen

 Export der NIAMS Reporting Daten in MS SQL-DB

e Daten fur Reporting via Webservice
e z.B. Nodefinder, Asset und iPad Statusreport
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NIAMS® Route Analytics / Auto Dis

Start Devices Parameter

Available Collectors Use Collectars

Cisco ASA Universal SNMP
Cisco FWSM Cisco Router 105
Cisco 105 ShTech
Cisco PIX

Extreme ExtremeWare
Nortzl Passport

Available Logins

Cisco
Cisco_Switches_Bonn
Extrems

internal u

Juniper
Main-Login
ProCurve
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NIAMS® Route Analytics / Auto Disce

Available Collectors Use Collectors
Cisco ASA Universal SNME
Cisco FWSM Cisco Router I0OS
Cisco I05 ShTech

Cisco PIX
Extreme ExtremeWare
Nortel Passport

Available Logins Use Logins
Cisco Demo_Lab_phys
Cisco_Switches_Bonn
Extrems

internal m

Juniper
Main-Login
ProCurve
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NIAMS® Route Analytics / Auto Di

Settings | Parameter

O 1 " ] AAA_Test—Device—Entry 1.254.255.125

2 @  Access 1.15.128.5 cisco 7206WXR 12.2(32)SRC1, CT200-ADVENTERPRISEKS-M
K] @  Access_phys 10.1.94.227 cisco 4500 12.2(28a), C4500-P-M

O =2 @ o 172.21.255.3 cisco 7206VXR 12.2(33)SRC1, C7200-ADVENTERPRISEKS-M
5 @ cie01-1 1.15.14.249 cisco 1601 12.1(27b), C1600-5Y-M

s @ ci601-2 1.15.15.250 cisco 1601 12.1(27b), C1600-5Y-M

7 @ 172.22.255.3 cisco 7206VXR 12.2(23)SRC1, CT200-ADYENTERPRISEKS-M
] s @  cC2oxx 1.15.4.252 catalyst 2912XL 12.0(5)¥U, C2500%L-C3H25-M

El @ c2 172.22.255.4 cisco 7206VXR 12.2(32)SRC1, CT200-ADVENTERPRIS EKS-M
[ 10 @  cz2640-1 1.15.9.251 cisco 3640 12.2(27), C3640-AZIKES-M

O 11 @ c3640-2 1.15.8.252 cisco 3640 12.4(16), C2640-TELCO-M

[ [ @ cz640-3 1.15.6.253 cisco 3640 12.2(27), C3640-AZ1KES-M

0 1z @ c 172.21.255.4 cisco T206WHR 12.2(33)SRC1, C7200-ADVENTERPRISEKS-M
O 14 @ cE1 172.21.255.1 cisco 7206VXR 12.2(33)SRC1, C7200-ADVENTERPRISEKS-M
[ 1s @ cE2 172.22.255.1 cisco 7206WXR 12.2(32)SRC1, C7200-ADVENTERPRISEKS-M
] 1s @ cE3 172.22.255.2 cisco 7206WXR 12.2(33)SRC1, C7200-ADVENTERPRISEKS-M
[ a7 @ cEa 172.21.255.2 cisco 7206VXR 12.2(33)SRC1, C7200-ADVENTERPRISEKS-M
] 1= @ P1 1.15.128.1 cisco 7206VXR 12.2(22)SRC1, CT200-ADVENTERPRISEKS-M
O = > P2 1.15.128.2 cisco 7206VXR 12.2(33)SRC1, C7200-ADVENTERPRISEKS-M
[0 =0 e P3 1.15.128.3 cisco 7206VXR 12.2(33)SRC1, C7200-ADVENTERFRISEKS-M
[ =21 [ P4 1.15.1284 cisco 72Z06WXR 12.2(32)SRC1, CT200-ADVENTERPRIS EKS-M
[] 2= @ PE1 1.15.128.11 cisco 7206WHR 12.2(33)SRC1, C7200-ADVENTERPRISEKS-M
O =z= @ PE2 1.15.128.12 cisco 7206VXR 12.2(33)SRC1, CT200-ADYENTERPRISEKS-M
] =24 @ PE3 1.15.128.13 cisco 7206VXR 12.3(33)SRC1, C7200-ADVENTERFRISEKS-M
O =s @ w1 172.21.1.101 Cisco 7206V XR C7200-ADVENTERPRISEKS-M, 15.0(1)M5

[ =2s @ w2 172.21.1.102 Cisco 7206V XR C7200-ADVENTERPRISEKS-M, 15.0(1)M5
El:Ezz @  wrepl 1.15.4.2 cisco 1401 12.3(12a), C1400-KEOSY-M

[ =28 @ wrep2 1.15.4.3 cisco 1401 12.3(2), CL400-NY-M
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NIAMS® Route Analytics / Auto Disco

. Start Devices :

cdp/lidp ip-routing [_] arp/ndp

O Yes @ No
(O Yes (® No

[1

[10000
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NIAMS® Route Analytics / Auto Disco

® Include (O Exclude

0.0.0.0/0
) 4]
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NIAMS® Route Analytics

e Beschaffung spezieller Gerate-Informationen per NIAMS
Routing Collector via SSH, Telnet oder SNMP

* Interface-Informationen, IP-Adressen

* |P(v4/v6) Forwarding Tabellen inkl. VRF
 MAC/Port Forwarding Tabellen

 MAC, ARP, LLDP/CDP, NDP, Spanning Tree, VLANs
e Gerate Konfiguration, Asset

)AT&_A SYSTEME
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NIAMS® Route Analytics / Route Quer

Devices Parameter Filter Service Tasks Topology Tasks

Demo-Lab

|R0uteAnaIytic5 for Demo-Lab

get and analyse layer2 und layer3 information

() Yes

(@ No

Mon Tue Wed Thu Fri Sat Sun
IO hour(s) |0 - minute(s)
IO hour(s) |10 . minute(s)
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NIAMS® Route Analytics / Route Qu

Properties

1 Access 1.15.128.5 v @ - v i5 Details
2 c1 172.21.255.3 v o - v 21 Details
3 c2 172.22,255.3 v @ - v 19 Details
4 c3 172,22,255.4 v @ - ] 2l Details
5 ca 172,21,255.4 v @ - v 29 Details
[ CE1 172.21,255.1 v " - v 16 Details
7 CE2 172.22,255.1 v @ - v 15 Details
8 CE3 172.22,255.2 v " - v 25 Details
g CE4 172,21,255.2 v @ - v 25 Details
10 FW-Partner - @ - - i} Details
11 P1 1.15.128.1 v @ 2 v 14 Details
iz P2 1.15.178.2 v Q9 - v 20 Details
13 P3 1.15.128.3 v @ - v 21 Details
14 P4 1.15.128.4 v Q9 - v 16 Details
15 PE1 1.15.128.11 v @ - v 22 Details
16  PE2 1.15.128.12 v o - v 25 Details
17 PE3 1.15.128.13 v @ - v 33 Details
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NIAMS® Route Analytics / Route Que

@ Routing IPv4 Routing IPv6 Interfaces

PE1
1.15.1238.11

1.15.128.11

PE1

cisco 7206VXR

12.2(33)SRC1, C7200-ADVENTERPRISEK9-M

Universal SNMP
Cisco
22

1

62
41
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NIAMS® Route Analytics /

1 BGF n.a. 31 fo00:0:0:47::/64 fe80::c803:8fF:febs:0 Seriall/o customerl
2 OSFPF M.d. 85 fc00:0:0:47::/64 fe80::c805:8ffifecd: 0 Seriallf1 global
3 OSPF n.a. 20 foc00:1:15:128::1/128 feg0::c805:8ff:fecd:0 Seriallf1 glaobal
4 OSPF M.a. 20 fc00:1:15:128::2/128 fed0::c804:8ff:fecd:0 Seriall/2 global
5 OSPF n.a. 20 foc00:1:15:128::3/128 feg0::c805:8ff:fecd:0 Seriallf1 glaobal
6 OSPF M.a. 20 fc00:1:15:128::3/128 fed0::c804:8ff:fecd:0 Seriall/2 global
7 OSPF n.a. 20 fo00:1:15:128::4/128 feg0::c805:8ff:fecd:0 Seriallf1 glaobal
8 OSPF n.a. 20 fc00:1:15:128::4/123 fe80::c804:8ff:fecd:0 Seriall/2 global
g BGF n.a. 31 foc00:1:15:128::5/128 fe80::c803:8fF:febs:0 Seriall/o customerl
10 QOSPF M.a. 85 W 'FEE-D Pt == = = =3 =t - il P [ |
11 C Connected n.a. 0 foc00:1:15:128::11/128 _Nexthop
12 OSPF N.d. 20 fc00:1:15:128::12/128 fean
Router: CE1
13 OSPF .. 20 fec00:1:15:128::13/128 fesn
14 C Connected n.d. 0 fc00:15:129::/64 IF address: fe80::c803:8ff:feb5:0 il
15 C Connectsd Mn.a. 0 fc00:15:129::1/128 il
Interface: FastEthernetd/0
16 BGP N.d. 0 fc00:15:129:8::/64 1.15] il
Met: feB80::cB803:8ff:.feb5:0/128
17 BGP .. 0 foc00:15:129:16::/64 1.15]
13 BGP M.d. 31 fc00:15:129:252::/64 feB80; :c803:8fF:feb5:0 Seriall/o customerl
19 OSPF M.3. 20 fc00:15:129:252::/64 fe80::c805:8ff:fecd:0 Serialif1 alabal
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1  FastEthernetd/0 0xca0008a60000 ethernet-csmacd down down 1500 100 MBit/s global

2  Serialljo n.a. 1.15.129.1/30 propPointToPointSerial up up 1500 1544 kBit/s customerl
fc00:15:129::1/64
fe80::c800:8ff:feab:0/128

3 Seriall/1 n.a. fe80::cB00:58ff:feab:0/128 propPointToPointSerial up up 1500 1544 kBit/s global

4  Serial1/2 n.a. fe80::cB800:8ff:feab:0/128 propPointToPointSerial up up 1500 1544 kBit/s global

5 Serial1/3 n.a. propPointToPointSerial down down 1500 1544 kBit/s global

6  Nulld n.a. other up up 1500 10 GBit/s customerl

7  Loopbacko n.a. 1.15.128.11/32 softwarelLoopback up up 1514 8 GBit/s global
fc00:1:15:128::11/128
fe80::c800:8ff:.feab:0/128

8 Seriall/1-mpls layer n.a. mpls up up 1500 1544 kBit/s global

Seriall/2-mpls | 1544 kBit/s

. Interf t .
Seriall/3-mpls | ~nleriace counter 1544 kBit/s

MName: Seriall/1-mpls layer
InBytes: 7941347

InPackets: 72724
InDiscardPackets: 0

InErrorPackets: 0
QOutBytes: 21749932
OutPackets: 247404
OQOutDiscardPackets: 0
QutErrorPackets: 0

’AT&A SYSTEME



eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

NIAMS® Device Manager

e Beschaffung und Verteilung beliebiger Informationen
per SSH oder Telnet via CLI

 Informationen werden mit Hilfe der Gerate-Befehlssatze
und NIAMS Makro Language beschafft
und optional per RegEx verarbeitet

’AT&A SYSTEME
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NIAMS® Device Manager

Router Query Connector Service

1 @ X pisabled  check for mpls label changes 1 -
2 (1) X pisabled  check IPv4 connectivity between customer sites 1 -
3 o X Disabled check IPv6 connectivity between customer sites 1 -
4 @ O Active check running config for changes 1 05/21/2014 00:10:00
5 © O active get access-list 1 from running config 1 05/26/2014 05:00:00
[ o Q Active get and compare configs 1 05/21/2014 00:00:00
7 o x Disabled get asset information 1 =
8 (1) X pisabled  get inventory - multivendor 8 -
9 (1) x Disabled save running-config to tftp server 1 =
10 (1) X pisabled  set access-list 1 on line vty 1 -

%T&A SYSTEME
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NIAMS® Device Manager (Bsp. ,get and

[%logon1%]

[%opasswordl%] ~
term length O

term width 512

sh run

[%owaitfor "end" 20%)]

sh start

[%owaitfor "end" 20%)]

quit

[%owarning "% " "invalid input"%]

(@) found () not found

end
quit ™

() OR (®) AND

’AT&A SYSTEME
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NIAMS® Device Manager (Bsp. ,get a

compare running with startup config ~

Ve e o e e e [LUe e

[Expressi[:n 4 hd
sh run.*?{version.*?end).*?\1
N
W
Ignore case [ ] Don't match end of line if using "."
[ ] match_single_line format_all format_no_copy
N
W
O O@® OO0 0@ 0@ ®® 09 0@ O nochange
() contains data (@) contains no data () equal with ref () not equal with ref
[[None] b

[ | overwrite even if result contains no data [ | Save DeviceData to database

%T&A SYSTEME
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NIAMS® Device Manager (Bsf

. I Compare Archive

1 5 0 “ 03/01/2013 19:34:06 1 16 Archive
2 5 0 “ 03/01/2013 19:25:27 1 16 Archive
3 5 0 03/01/2013 19:08:48 1 16 Archive
4 5 0 - 03/01/2013 18:42:17 1 16 Archive
5 5 0 03/01/2013 18:33:20 1 16 Archive
6 s 0 03/01/2013 17:12:35 1 16 Archive
7 s u 0 u 12/17/2012 17:00:27 1 16 Archive ;
N [ o] U e
9 S n 0 n Color Info 1 16 Archive
10 s N o 506N ECEEY 1 16 Archive
[ o JENI 0] o [ o | o PR
- .
i - ﬂ A running and startup config missmatch A 15 Archles
2 s | D ' 16 Archive
13 s _ 0 n 06/29/2012 13:06:58 1 16 Archive
14 s n 0 n 06/29/2012 12:56:18 1 16 Archive
15 s 0 06/29/2012 12:29:39 1 16 Archive
16 s Wl 16 06/29/2012 12:17:28 1 16 Archive

’AT&_A SYSTEME
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NIAMS® Device Manager (Bsp. ,get a

.

Post Process

User Access Verification

Pazsword:

FEl>»ena

Pazsword:

PElfterm length 0O
PElfterm width 512

PElfsh run

Building configuration...

Current configuration : 3042 bytes
!
version 12.2
service timestamps debug datetime msec
zervice timestamps log datetime msec
service password-encryption
!
hostname PE1
!
boot-start-marker
boot-end-marker
!
vrf definition customerl
rd &53500:10

’AT&A SYSTEME



CONIAMS

Network Infrastructure Analytics & Management System

NIAMS® Device Manager (Bsp. ,get

| Compare

Iget running config (Expression 1) {*)

[v]
Iget startup config (Expression 2) (*)

Differences: 10

hostname FEL
I

4 T
5 hostname FE1
5 I
7
8
9

[ [»

boot-start-marker

boot-end-marker boot-end-marker I

5
=
7 boot-start-marker
g
9 I

10 |wrf definition customerl
11 rd 65500:10

12 | route-target ﬁxpnrt 65500:10 1Z | route-target eXport 65500:10
13 | route-target import 65300:10 13 route-target import &5500:10
14 | ! .

15 adéress—family iEv4 15 address-family ipvd

1la exit-address-family 16 exit-address-family

17 1 1
15 address-family ipvé
19 exit-address-family

10 |vrf definition customerl
11 rd &5500:10

18 |logging buffered 64000 notifications
19 |[enable secret 5 £1:DLzCEY0J2355EktSpmOR/W2Dal/

20 R 20 |enakle password 7 110R1016141D
21l |logging buffered 64000 notifications 21 |
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Netzwerkdokumentation (

* Individuell anpassbare Darstellung
mit Echtdaten-Aktualisierung

* In Microsoft Visio™ (ab Version 2003)

Anwendungen:
 Planung und Implementation von Anderungen
* Troubleshooting

’AT&_A SYSTEME
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Netzwerkdokumentation (Layer2 & Layer3) in Microsoft Visio™

: ;
(=
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Netzwerkdokumentation (Layer2 &

I'~.IlAMS'|

IMPORT

up Dﬁh

INFO
Shapes

Weitere Shapes
Quick-Shapes
Dokumentschablone k)
MIAMS

NIAMS
Hier Quick-Shapes ablegen

I RTR G
I RTR 2 - IGE
I RTR 4 | EGE
s [ [ [
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Netzwerkdokumentation (

Shapes o L Bt 859 (99 (9990 R BB B0 R R 458 B9 050 59 59 R0 (000 0 8990 1998 198 0 (3RO (3858 0 99001 3010
Weitere Shapes 3 <

Quick-Shapes (e}

Dokumentschablone m

NIAMS

NIAMS
Hier Quick-Shapes ablegen

B RTR I RTR 1
I RTR_2 | G
I RTR 4 B RTR 5 )
[l rTRE I RTR 7
I RTR 8 [IRTRO
<= Met - et import ready.
< Netds Link b
‘ Links ‘ Link4g
Link_multi ‘ Link_multié )
‘ Link_multid5 ‘ Link_inactive
‘ Link_I2 {% Net_Ext
F1plankopf
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Netzwerkdokumentation (

£ e TR AL TARETIA T b AN A AITRARTET] i ot TARAT i i it i Lt i T i A RAI i Ll it
Fmas % & [ [ 4 R [ 3% [ [ [ [ e [ R [ [ [ It
Lync Phone -
Weitere Shapes L 91%"1”;96 i SW-(G1-VoIP-01: 17,up,global, 1 GBitiup
k- | - ] SW-0G1-ValPAOd Fhupaglobal, 104 4 .
i e Lyne Phone Ediliﬁnra— 950780: 00 04 £33 Up global 1 GBius up
Dokumentschablone e Eync ong Edilion - 960265 00 04 F296 D2 65 ,,,,
NIAMS = SW-0G1-VolP-01:9,up,global, 1 GBit's,up
NIAMS = Lync Phone Edition - 96d0e6; 00 04 F2 86 DOE6 ,,,,
Hier Quick-Shapes ablegen =
= Lync Phone Edition -
= 96d5eb  SW-DG1-VolP-01: 10,up.global,1 GBitis,up
10.196.Ljc Phane Edition - 96d5ab: 00 04 F2 96 D5 EB
B rTR I RTR 1 E
B RTR 2 Hl RR 2 & SW-0G2-VolP-01: 2
= Lyne Phone Edition - 95¢
I RTR 4 B RTR 5 | =
i
I RTR 6 B RTR 7 E
Il R7R 8 rtrRo = SW-RZ1-01: H14,up,global,1 GBit/s yp
o SW-0G1-VolP-01: 24,up,global,1 GBit/'s,
= MNet -t =
5 SW-RZ1-01: D5,up,global, 1 GBilfs,}Ip
. 5.up,global, 1 GBit's, TA-WI P-0G1-02: Gi0,,,, /
= Metdd Link E TA-WLANAF'- 1 GiD.,I., = A V- 1-81: E&gi,ué%nham GBit/s,u .
E “Etherretifa 23 up.giobal 1 GBitis,up
= OGZ-volP-U1-10,up,global, 1 GBit/s, uj
| Links | Linkds = b P
-RZ2-Standby-01: 47,up,global, 1 GBit/s.up
) ) ) ) [E SW-RZ1-01: D16,up global,1 GBit/s.up
Link_multi | Link_multi& = )1: E17.up,global, 100
3 Eeiton ads.systeme.de; Ethe
’ ’ e L "
| Link_multida | Link_inactive EY [}
F5.96.19 SW-RZ1-01: H16,up global,1 GBit/s,up. D12,up,global, 1 GBit/s,up
3 - b SW—E(% global 100 V-EG-VoIP0T: 1] in.clobal 1 GBit! 06 1-05 o5 svst :
| Rkl {8 Neten “f-Lyne Phone Edition - 96d264:-00 04 F2 SWRADR 575 s '
< TAWLAN -G B TA-WLANAP-0G1-
= 02 .ads.systeme.de
F ] plankopf JoE 101.254.65
B
= SW-EG-VolP-01: 8,up,global,100 MBit/s,up :
il s glebal, 10 GBit/s,up
E Lync Phone Emuc?n 08: 00 04 F2 96 D4 08 ,,,, global, 10 GBit's.up
e
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Netzwerkdokumentation (La

IMPORT
UPD%E
INFO
Shapes < Ellllll?llllllllfﬂllllllﬂ’ﬁ\l\l\f'mlllllﬂ)ﬂlllll%mlllllml\l\l??ﬂlllll?mlllll'?mlllllﬁ)ﬁ\lmﬁiﬂlllllﬂ)ﬁlllllWﬂlllllmlmlmlllllmlllllmlllllm\lm?FﬁlllllWmllllmllllff‘mhhfmll
Weitere Shapes NE
Quick-Shapes 35__
Dokumentschablone @ é
=
NIAMS &
"NIAMS M
Hier Quick-Shapes ablegen =
&
B RTR [ EiS =
B RTR 2 B RTR 3 H
BN RTR 4 B RTR S =
Bl rTR 6 B RTR 7 H
Bl TR s CrmRae EE
< Net - et &
= Netls Link &
| Links | Linka6 G
Link_multi | Link_multi &
| Link_multida | Link_inactive %
| Link 12 {:‘:ﬁ"} Net Ext =
S
F ] plankopf =
4 4 » M| Zeichenblatt-1 7] 1K i
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Netzwerkdokumentation

shapes P | S T P 000050000 TR o TR0 R o PR O PR PP v R0 PR TR 5080000 PERR v TP R 000 PO 110 8L 0, PR 100 TR 11 R T 1 TEER 1 [
Weitere Shapes E |m||m||m||m||ml

Quick-Shapes %
Dokumentschablone m EE
NIAMS lIEE
" NIAMS hEE
Hier Quick-Shapes ablegen _§
£
I rTR I RTR 1 H
Bl RTR [ NGE =
I RTR 4 B RTR S =
I RTR. 6 Bl RTR_7 =
Bl <R s [ IRTRS =
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3D-Netzwerkdokumentati

e Uberschneidungsfreie, vollautomatische Visualisierung
auch groRer Infrastrukturen (> 10.000 Komponenten)

e Visualisierung von Topologie-Anderungen
und Interface-Fehlerzustanden im zeitlichen Verlauf

’AT&_A SYSTEME
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3D-Netzwerkdokumentat

e Liste aller auffalligen Interfaces und der Moglichkeit
zum Zoom auf eine ausgewahlte Stérung

e Alle Funktionen sind sowohl per Maus,
als auch per Touch nutzbar

Anwendungen:
e Controlling
* Troubleshooting
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3D-Netzwerkdokumentation

SW-EG-VoIP-01
MM:10.1.50157
ProCurve J2137A Switch 2520-83-FPoE

CONIAMS

Network Infrastructure Analytics & Management System
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Network Infrastructure Analytics & Management System

3D-Netzwerkdokumenta

N[AMS 3D Topology View GUI Build 0.69

TA-RTR-LOGIPAD

- ¥

Interface with incoming packet loss: 48.8952%
Adaptive Security Appliance ETE-TA-LOGLDEV interface
global N\
100 MBit's h

,

© @ 2 OO0 B

192 168.151.0.24
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Network Infrastructure Analytics & Management System

3D-Netzwerkdokumentation

Adaptive Security Appliance ETH-TA-LAE' interface
Interface with incoming packet loss: 46.4260%
252

global
100 MEit's
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Network Infrastructure Analytics & Management System

3D-Netzwerkdo

N IAMS 3D Topology View GUI Build 0.69

zU

Adaptive Security Appliance ETH-DCA' interface
Interface with incoming packet loss: 15.4481%

1

global

100 MBit's

Incidents (6)

? Filter

A GigabitEthernet0/1 - Incoming - 0.0014%

Wy Adaptive Security Appliance 'ETH-TA-LAB' interface - Incoming -
Y a7924m

Adaptive Security Appliance 'EYSBInternal’ interface - Incoming -
0.0043%

W, Adaptive Security Appliance 'ETH-TA-LOGI-DEMO' interface -
A" Incoming - 48.8399%

W, Adaptive Security Appliance 'ETH-TA-LOGI-DEV' interface -
Y Incoming - 49.0104%

15.4481

® Adaptive Spcurity Appliance 'ETH-DCA!' interface - Incoming -
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Network Infrastructure Analytics & Management System

3D-Netzwerkdokumenta

Incidents (6) Adaptive Security Appliance ETH-DCA' interface

Interface with incoming packet loss: 15.4481%
1

zlobal
? Filter 100 MBit's

GigabitEthernetld/1 - Incoming - 0.0014%

Adaptive Security Appliance 'ETH-TA-LAB' interface - Incoming - B
47.1924%, -

Adaptive Security Appliance 'EYSBInternal’ interface - Incoming - \ '
0.0043% |

Adaptive Security Appliance 'ETH-TA-LOGI-DEMO' interface -
Incoming - 48.83599%

Adaptive Security Appliance 'ETH-TA-LOGI-DEV' interface -
Incoming - 49.0104%

| A0
Adaptive Security Appliance ETH-DCA interface B PRty
Interface with incoming packet loss: 15 4481% £ R

1
global
100 MBit/s

Adaptive Security Appliance 'ETH-DICA' interface - Incoming - /\ | ¥
15.4481%
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3D-Netzwerkdok

O NIAMS .. Topology View GUI Build 0.69

s

05/10/2014 - 22:00:17 A
05/13/2014 - 22:00-:09

05/16/2014 - 14:00:05
05/18/2014 - 14:00:12
05/19/2014 - 14:00:19 X

© ©®@ 2 OO0 B

05/10/2014 - 22:00:17
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3D-Netzwerkdo

O NIAMS - Topology View GUI Build 0.69

©@ @ 2 OO %
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Network Infras System

tructure Analytics & Management

Endgerate Report

e Report Uber einen Zeitraum, Zeitpunkt oder den jeweils
letzten Zeitpunkt, zu dem ein oder mehrere Endgerate am
Netzwerk aktiv waren

Endgerate DNS

Endgerate IP

Endgerdate MAC/Vendor
Switch Port/Portfehlerstatistik
Switch Attribute (z.B. Standort)

’AT&A SYSTEME
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Endgerate Report

e Ausgabe nach Endgerate-MAC oder nach Switch/Port
* Konfigurierbarer Filter auf beliebige Felder

Anwendungen:
* Planung
* Controlling
e Leistungsverrechnung
 Troubleshooting

’AT&_A SYSTEME
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Endgerate Report
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erate Report

By Devices

0x001e0bd3bb3e

0x001f2%e45b0a

0x0023044b5b7e

0x00d0230c917a

Oxlecldel7a7ba

Ox441ea1708026

0x78e7d1e1575e

0x9c8e99fobbcd

Used/Unused Ports

Hewlett-Packard Company.

Hewlett-Packard Company

Cisco Systems

INFORTREND TECHNOLOGY, INC.

Hewlett-Packard Company

Hewlett-Packard Company.

Hewlett-Packard Company.

Hewlett-Packard Company.

SW-RZ2-01
SW-RZ2-01
St 2-01

SW-RZ2-01
SW-RZ2-01

SW-RZ2-01
SW-RZ2-01

SW-RZ2-01
SW-RZ2-01

SW-RZ2-01

S 2-01

SW-RZ2-01

SW-RZ2-01

SW-RZ2-01
S

SW-RZ2-01
SW-RZ2-01

SW-RZ2-01
SW-RZ2-01
SW-RZ2-01

E16
E16
E16
E16
E16

E16
E16

E16
E16

E15
E15
E15
E15
E15
E15

E16
E16
E16
E16

E16
El6
E16
E16

E16
E16

E16
E16
E16
E16
E16
E16

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0

SW-RZ2-MGMT-02
SW-RZ2-MGMT-02
SW-RZ2-MGMT-02
SW-RZ2-MGMT-02
SW-RZ2-MGMT-02
SW-RZ2-MGMT-02

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

10.1.50.52
10.1.50.52
10.1.50.52
10.1.50.52
10.1.50.52
10.1.50.52

10.1.50.50
10.1.50.50

10.1.50.51
10.1.50.51

10.1.51.159
10.1.51.159
10.1.51.159
10.1.51.159
10.1.51.159
10.1.51.159
10.1.51.159
10.1.51.159
10.1.51.159
10.1.51.159%
10.1.51.15%

10.1.50.112
10.1.50.112
10.1.50.112
10.1.50.112
10.1.50.112
10.1.50.112

10.1.50.70
10.1.50.70
10.1.50.70
10.1.50.70

10.1.50.58
10.1.50.58
10.1.50.58
10.1.50.58

10.1.50.55
10.1.50.55

10.1.50.59
10.1.50.59
10.1.50.59
10.1.50.59
10.1.50.59
10.1.50.59

csi-01.ads.systeme.de

ta-iscsi-01.ads.systeme.de

ta-esxprod-13.ads.systeme.de
ta-esxprod-13.ads.systeme. de

05/08/2014 1
05/09/2014 1
05/09/2014 22:00:05
05/10/2014 1
05/10/2014 14:00:
05/10/2014 1

05/08/2014 1
05/09/2014 1

05/08/2014 10:00:06
05/09/2014 18:00:04

05/07/2014 2:
05/08/2014 1
05/08/2014 1
05/09/2014 18:00:04

05/15/2014 14:00:

05/07/2014 22:00:16
05/08/2014 1
05/09/2014 1
05/02/2014 2:
05/10/2014 1
05/10/2014 14:00:16

05/08/2014 10:00:06
05/09/2014 2:
05/10/2014 10:00:12
05/10/2014 14:00:16

05/07/2014 22:
05/08/2014 1
05/10/2014 10:00:12
05/10/2014 14:00:16

05/08/2014 1
05/09/2014 1

05/07/2014 22:00:
05/08/2014 10:00:06
05/09/2014 2:
05/10/2014 1
05/10/2014 1
05/10/2014 1

CONIAMS

Network Infrastructure Analytics & Management System

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %

0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %

0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %

0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %

0.0000 %
0.0000 %

0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %
0.0000 %

67.9442 %
9.2727 %
15.6807 %
51.7131 %
5.0532 %
2.9756 %

67.9442 %
9.2727 %

67.9442 %
9.2727 %

30.8389 %
69.5684 %
7.8364 %
9.7253 %
16.5078 %
53.2924 %
5.4588 %
3.1993 %
70.7127 %
7.4575 %
5.1585 %

10.7421 %
42.8220 %
38734 %
5.7573 %
24,6405 %
1.5668 %

67.9442 %
15.6807 %
51.7131 %

5.0532 %

2B.9271 %
67.9442 %
51.7131 %
5.0532 %

67.9442 %
9.2727 %

28,9271 %
67.9442 %
15.6807 %
51.7131 %
5.0532 %
2.9756 %
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Endgerate Report

L‘II
H

I R S R S e

- My

0x001e0bc23f40

0x001e0bd3bb3e

0x001f29e45b0a

0x0023044b5b7e

0x00d0230c917a

Oxlccldel7a7ba

Ox441eal7080e6

Ox78e7d1e1575e

0Ox9c8e99fobbcd

Hewlett-Packard Company

Hewlett-Packard Company

Hewlett-Packard Company

Cisco Systems

INFORTREND TECHNOLOGY, INC.

Hewlett-Packard Company

Hewlett-Packard Company

Hewlett-Packard Company

Hewlett-Packard Company

mna ;g b

-
5]

-]

SW-RZ2-01
SW-RZ2-01
SW-RZ2-01
SW-RZ2-01
SW-RZ2-01
SW-RZ2-01

SW-RZ2-01
SW-R72-01

SW-RZ2-01
SW-RZ2-01

SW-RZ2-01
SW-RZ2-01
SW-RZ2-01
SW-R72-01
SW-RZ2-01
SW-RZ2-01
SW-RZ2-01
SW-R72-01

SW-RZ2-01
SW-RZ2-01

SW-RZ2-01
SW-RZ2-01
SW-RZ2-01
SW-RZ2-01
SW-RZ2-01
SW-RZ2-01

SW-RZ2-01
SW-R72-01
SW-RZ2-01
SW-RZ2-01

SW-RZ2-01
SW-RZ2-01
SW-RZ2-01
SW-RZ2-01

SW-RZ2-01
SW-R72-01

SW-RZ2-01
SW-R72-01
SW-RZ2-01

El6
El6
El6
Els
El6
Eig

Elg
Elg

El6
E16

C20
C20
C20
C20
C20
Cz0
C20
cz2o
C20
C20
C20

E15
E15
E15
E15
Ei5
E15

El6
Eig
El6
E16

El6
El6
El6
Eis

Elg
Elg

El6
Eig
El6
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SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0
TA-RTR-MANAGEMENT 0/0

SW-RZ2-MGMT-02
SW-RZ2-MGMT-02
SW-RZ2-MGMT-02
SW-RZ2-MGMT-02
SW-RZ2-MGMT-02
SW-RZ2-MGMT-02

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01

SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
SW-RZ2-MGMT-01
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Endgerate Report

E15 SW-RZ2-MGMT-02 10.1.50.112 ta-iscsi-01.ads.systeme.de 05/07/2014 22:00:16 0.0000 %% 0.0000 % 0.0000 % 10,7421 %
E15 SW-RZ2-MGMT-02 10.1.50.112 ta-iscsi-01.ads.systeme.de 05/08/2014 10:00:06 0.0000 %4 0.0000 % 0.0000 % 42,8220 %
E15 SW-RZ2-MGMT-02 10.1.50.112 ta-iscsi-01.ads.systeme.de 05/09/2014 13:00:04 0.0000 %% 0.0000 % 0.0000 % 3.8734 %
E15 SW-RZ2-MGMT-02 10.1.50.112 ta-iscsi-01.ads.systeme.de 05/09/2014 22:00:05 0.0000 %4 0.0000 % 0.0000 % 5.7573 %
E15 SW-RZ2-MGMT-02 10.1.50.112 ta-iscsi-01.ads.systeme.de 05/10/2014 10:00:12 0.0000 =& 0.0000 %% 0.0000 % 24,6405 %
E15 SW-RZ2-MGMT-02 10.1.50.112 ta-iscsi-01.ads.systeme.de 05/10/2014 14:00:16 0.0000 %% 0.0000 % 0.0000 % 1.5668 %
Elg SW-RZ2-MGMT-01 10.1.50.70 05/08/2014 10:00:06 0.0000 %% 0.0000 % 0.0000 % 67.5442 %
El6 SW-RZ2-MGMT-01 10.1.50.70 05/09/2014 22:00:05 0.0000 %4 0.0000 % 0.0000 % 15.6807 %
E16 SW-RZ2-MGMT-01 10.1.50.70 05/10/2014 10:00:12 0.0000 %% 0.0000 % 0.0000 % 51.7131 %
El6 SW-RZ2-MGMT-01 10.1.50.70 05/10/2014 14:00:16 0.0000 %4 0.0000 % 0.0000 % 5.0532 %
Elg SW-RZ2-MGMT-01 10.1.50.58 05/07/2014 22:00:16 0.0000 %% 0.0000 % 0.0000 % 28.5271 %
Ei6 SW-RZ2-MGMT-01 10.1.50.58 05/08/2014 10:00:06 0.0000 % 0.0000 % 0.0000 % 67,9442 %
E16 SW-RZ2-MGMT-01 10.1.50.58 05/10/2014 10:00:12 0.0000 %% 0.0000 % 0.0000 % 51.7131 %
Ei6 SW-RZ2-MGMT-01 10.1.50.58 05/10/2014 14:00:16 0.0000 % 0.0000 % 0.0000 % 5.0532 %
Ei6 SW-RZ2-MGMT-01 10.1.50.55 ta-esxprod-13.ads.systeme. de 05/08/2014 10:00:06 0.0000 % 0.0000 % 0.0000 % 67,9442 %
El6 SW-RZ2-MGMT-01 10,1.50.55 ta-esxprod-13.ads.systeme. de 05/09/2014 18:00:04 0.0000 =& 0.0000 %% 0.0000 % 9.2727 %a
Ei6 SW-RZ2-MGMT-01 10.1.50.59 05/07/2014 22:00:16 0.0000 % 0.0000 % 0.0000 % 28,9271 %
E16 SW-RZ2-MGMT-01 10.1.50.59 05/08/2014 10:00:06 0.0000 %% 0.0000 % 0.0000 % 67.5442 %%
Ei6 SW-RZ2-MGMT-01 10.1.50.59 05/09/2014 22:00:05 0.0000 % 0.0000 % 0.0000 % 15,6807 %
El6 SW-RZ2-MGMT-01 10.1.50.59 05/10/2014 10:00:12 0.0000 =& 0.0000 %% 0.0000 % 51,7131 %
Ei6 SW-RZ2-MGMT-01 10.1.50.59 05/10/2014 14:00:16 0.0000 % 0.0000 % 0.0000 % 5.0532 %%
El6 SW-RZ2-MGMT-01 10.1.50.59 05/10/2014 18:00:15 0.0000 =& 0.0000 % 0.0000 % 2.9756 %
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Endgerate Report

Used/Unused Ports

53P4-01 MS
53P5-09 SKR
S3P5-17 AR
53P4-05 Drucker
53P4-10 CS
S53P3-16 ADB

53P2-07 AB

53P2-13 AM
53P4-02 MS
53P2-15 AM
S3P6-07 TB
53P2-11 RB

S3P2-09 RB

S3P4-12 BD

S53P6-18 Medienraum

S53P2-04 SMI

EIEE S C VN

0x0019992ac048
0x002186542288
0x001c2576856C
0x0001e64266bf
0x3c370e9b25ba
0x0026b9c7ba0s

0x000c29c2adas
0x001b21b4188c

Fuiiteu Technalogy Solutions

Universal Global Scientific Industrial Co.. Ltd

Hen Hai Precision Ind. Ce..Ltd.

Hewlett-Packard Company

Dell Inc

VMware, Inc.
Intel Corporate

0x001e37d0d233

Universal Global Scientific Industrial Co., Ltd.

0x0050d210344f
0x00e04b351a79

CMC Electronics Inc
JUMP INDUSTRIELLE COMPUTERTECHNIK GmbH

0x3c07540b3283
0x00118512b25f
0x00218696ab2b
0xbB27eb36c652
0x001c2570e428
0xf46d041a2706

0x00155d2a1600
0x3c370eb38805

0x3c370e8b25ba
0x00155d252d59
0x00155d2a2d64
0x3c970e36el5a

0x742b62734062

0x00155d2a1c31
0x406c8f520445

0x001e37302bda

Apple Inc
Hewlett-Fackard Company

Universal Global Scientific Industrial Co., Ltd

Hen Hai Precision Ind. Ce..Ltd.
ASUSTek COMPUTER INC.

Microsoft Corporation

Microsoft Corporation
Microsoft Corporation

Microsoft Corporation
Apple, Inc.

Universal Global Scientific Industrial Co., Ltd.

0x3c0754155025
0x001c2576856¢

0x3c0754659c42

Apple Inc
Hon Hai Precision Ind. Co..Ltd.

Apple Inc

10.1.42.1

10.1.42.35

10.1.42.47

10.1.47.32

10.1.42.5

10.1.42.13

10.1.42.36
10.1.42.23

10.1.42.17
10.1.42.20
10.1.42.12
10.1.42.10
10.1.42.16
10.1.42.2

10.1.42.57
10.1.42.7

10.1.42.224

10.1.42.53
10.1.42.54

10.1.42.5
10.1.42.24
10.1.42.44
10.1.42.8

10.1.42.28

10.1.42.41
10.1.42.33

10.1.42.25

10.1.42.40

10.1.42.47

10.1.42.4

ON

ta-1076.ads.systeme.de
ta-1471-skr.ads.systeme.de
ta-1523-dmo.ads.systeme.de
npi4266bf.ads.systeme.de
ta-1460-adr.ads.systeme.de
ta-1200.ads.systeme.de

tat-devxp2-ab.ads.systeme.de
ta-ab-vm-10.ads.systeme.de

ta-note-ab.ads.systeme.de
re0008.ads.systeme.de
ab.ads.systeme.de
macmini.ads.systeme.de
ta-1232-am.ads.systeme.de
ta-1406-nb-ms.ads.systeme.de
raspberrypi.ads.systeme.de
ta-987.ads.systeme.de

ta-224.ads.systeme.de

win7-ts.ads.systeme.de
ta-1478-ts.ads.systeme.de

ta-1460-adr.ads.systeme.de
sthtablet.ads.systeme.de
eysb-vmcwe.ads.systeme.de
ta-1421-cwe.ads.systeme.de

ta-tp-0001.ads.systeme.de

mro-vm-wing.ads.systeme.de
mro-wé.ads.cysteme.de

ta-1534-dth.ads.systeme.de
ilyas-mbp.ads.systeme.de
ta-1523-dmo.ads.systeme.de

smiddeldorf-pro.ads.cysteme.de
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05/12/2014 22:C
05/14/2014 10:C
05/12/2014 14:C
05/12/2014 22:C
05/05/2014 18:C
05/12/2014 14:C

05/14/2014 10:C
05/14/2014 10:C

05/14/2014 10:C
05/14/2014 10:C
05/14/2014 10:C
05/14/2014 10:C
05/13/2014 22:C
05/12/2014 14:C
05/09/2014 14:C
05/14/2014 10:C

05/14/2014 10:C

05/13/2014 18:C
05/13/2014 18:C

05/12/2014 18:C
05/12/2014 14:C
05/12/2014 14:C
05/12/2014 14:C
05/12/2014 14:C

05/09/2014 14:C
05/09/2014 14:C

05/05/2014 10:C
05/12/2014 14:C
05/14/2014 10:C

05/12/2014 18:C
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Endgerate Report

SW-0G2-01

1 S3P4-01 M5

1 0x0019592ac048  Fuiitsu Technology Solutions 10.1.42.1 ta-1076.ads.systeme.de
10 33P5-09 SKR

1 0x002186542288  Universzal Global Scientific Industrial Co., Ltd 10.1.42.35 ta-1471-skr.ads.systeme.de
11 33P5-17 AR

1 0x001c2576856¢C Hon Hai Precisicn Ind. Cao..Ltd. 10.1.42.47 ta-1523-dmo.ads.systeme.de
14 53P4-05 Drucker

1 0x0001ef4266bf Hewlett-Fackard Company 10.1.47.32 npi4266bf.ads.systeme.de
15 S53P4-10 CS

1 0%3c370e5b25ba 10.1.42.5 ta-1460-adr.ads.systeme.de
16 S3P3-16 ADB

1 0x0026b5c7bans Dell Inc 10.1.42.13 ta-1200.ads.systeme.de
17 S3P2-07 AB

2 0x000c29cZadad WMware, Inc. 10.1.42.36 tat-devxp2-ab.ads.systeme.de

0x001b21b4188c  Intel Corporate 10.1.42.23 ta-ab-vm-10.ads.systeme.de

18 S3P2-08 AB

5 0x001e37d0d233  Univerzal Global Scientific Industrial Co., Ltd. 10.1.42.17 ta-note-ab.ads.systeme.de

5 0x0050d210344f CMC Electronics Inc 10.1.42.20 re0008.ads.systeme.de

] 0x00e04b351a79 JUMP INDUSTRIELLE COMPUTERTECHNIK GmbH 10.1.42.12 ab.ads.systeme.de

5 0x3c07540b8283  Apple Inc 10.1.42.10 macmini.ads.systeme.de
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Used/Unused Port Repa

e Report Uber alle Switch Ports, die in einem definierbaren
Zeitraum mindestens einmal (used) oder kein Mal (unused)
Datenverkehr hatten

e Konfigurierbarer Filter Uber beliebige Felder

Anwendungen:
* Controlling
e Leistungsverrechnung
 Ressourcen Planung

)AT&A SYSTEME
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Used/Unused Port Report

By Devices

S3P5-12 TS Unused 04/15/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
S3P6-08 TB Unused 04/15/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
Unused 04/15/2014 10:00:10 05/14/2014 10:00:186 ethernet-csmacd
Unused 04/15/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
TA-PLOTTER S3P7-17 Unused 04/15/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
Unused 04/15/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
Unused 04/16/2014 10:00:10 05/14/2014 10:00:16 sthernet-csmacd
Unused 04/15/2014 10:00:10 05/14/2014 10:00:186 ethernet-csmacd
Unused 04/1%/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
Unused 04/16/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
Unused 04/19/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
Unused 04/19/2014 10:00:10 05/14/2014 10:00:16 sthernet-cemacd
Unused 04/15/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
Unused 04/19/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
S3P7-20 DE Unused 04/19/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
Unused 04/19/2014 10:00:10 05/14/2014 10:00:16 atharnet-csmacd
Unused 04/19/2014 10:00:10 05/14/2014 10:00:16 etharnet-csmacd
Unused 04/19/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
Unused 04/19/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
Unused 04/19/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd
S3P3-07 CWE Unused 04/19/2014 10:00:10 05/14/2014 10:00:16 ethernet-csmacd

1 selected ]

+ Check all Uncheck all
-

ethernet-csmacd h

] frame-relay

] gigabitEthernet
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Used/Unused Port Report

CONIAMS

Network Infrastructure Analytics & Management System

SW-0G2-01

12
22
28
32
33
34
35
36
37
38
39
40
41
42
44
435
45
47
48
50
7

S3P5-12 TS
S3P6-08 TB

TA-PLOTTER S53P7-17

S3P7-20 DE

S3P3-07 CWE

Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused
Unused

04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10
04/19/2014 10:00:10

05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
05/14/2014 10:00:16
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e Report Uber das vollstandige Inventar aller Netzwerk
Komponenten zu einem Zeitpunkt oder im zeitlichen Verlauf

e Konfigurierbarer Filter Uber beliebige Felder

Anwendungen:
* Controlling
e Leistungsverrechnung
 Ressourcen Planung
 Troubleshooting (z.B. Hardware Replacement)
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¥

SW-RZ1-01%

%T&A SYSTEME



CONIAMS
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Asset Report

I Q

05/15/2014 18:00:10  Chassis HP 186984 Switch 541221 (Formerly ProCurve) Rev 0 K.15.28 K.15.09.0015 SG839SVORE 136984 Hewlett-Packard 3 0
05/15/2014 18:00:10  Backplane HP 186984 Switch backplane 2 186984 Hewlett-Packard 4 0
05/15/2014 18:00:10  Fan Tray HP 186984 Switch fan tray container Hewlett-Packard 5 0
05/15/2014 18:00:10  Temperature sensor pseudocontainer HP 186384 Switch temperature sensor pseudocontainer Hewlett-Packard 5 0
_ BE 05/15/2014 18:00:10 Power supply bay pseudocontainer HP 186384 Switch power supply bay pseudocontainer Hewlett-Packard 5 0
05/15/2014 18:00:10 Management module pseudocontainer HP 18698A Switch management module pseudocontainer Hewlett-Packard 5 0
05/15/2014 18:00:10  Interface module pseudocontainer  HP 186384 Switch interface module pseudocontainer Hewlett-Packard s 0
_ 05/15/2014 18:00:10 Fan 1 HP J8698A Switch fan Hewlett-Packard [/ 0
05/15/2014 18:00:10  Fan 2 HP 186984 Switch fan Hewlett-Packard 7 0
05/15/2014 18:00:10  Fan 3 HP 186984 Switch fan Hewlett-Packard 7 0
05/15/2014 18:00:10  Fan 4 HP 186984 Switch fan Hewlett-Packard 7 0
05/15/2014 18:00:10 Chassis Temperature HP 18698A Switch temperature sensor Hewlett-Packard 8 o
05/15/2014 18:00:10  Fabric Module 1 Temperature HP 186384 Switch temperature sensor Hewlett-Packard 8 0
05/15/2014 18:00:10  Fabric Medule 2 Temperature HP 186984 Switch temperature sensar Hewlett-Packard 8 0
05/15/2014 18:00:10  Slot A Temperature HP 186984 Switch temperature sensor Hewlett-Packard ] 0
05/15/2014 18:00:10  Slot B Temperature HP 186984 Switch temperature sensor Hewlett-Packard 8 0
| 05/15/2014 18:00:10  Slot C Temperature HP 186384 Switch temperature sensor Hewlett-Packard 8 0
05/15/2014 18:00:10 Slot D Temperature HP 18698A Switch temperature sensor Hewlett-Packard 8 0
05/15/2014 18:00:10 Slot E Temperature HP 18698A Switch temperature sensor Hewlett-Packard 8 0
] 05/15/2014 18:00:10  Slot F Temperature HP 186384 Switch temperature sensor Hewlett-Packard 8 0
05/15/2014 18:00:10  Slot G Temperature HP 186384 Switch temperature sensor Hewlett-Packard 8 0
_ 05/15/2014 18:00:10 Slot H Temperature HP 18698A Switch temperature sensor Hewlett-Packard 8 0
05/15/2014 18:00:10  Slot I Temperature HP 186384 Switch temperature sensor Hewlett-Packard 8 0
05/15/2014 18:00:10  Power Supply Bay 1 HP 186984 Switch power supply bay Hewlett-Packard s 0
_ 05/15/2014 18:00:10 Power Supply Bay 2 HP 186384 Switch power supply bay Hewlett-Packard 5 0
05/15/2014 18:00:10 Power Supply Bay 3 HP 186984 Switch power supply bay Hewlett-Paclard 5 0
05/15/2014 18:00:10  Power Supply Bay 4 HP 186984 Switch power supply bay Hewlett-Packard 5 0
[ 05/15/2014 18:00:10  Power Supply 1 HP 186984 Switch power supply Hewlett-Packard s 0
05/15/2014 18:00:10  Power Supply 2 HP 186984 Switch power supply Hewlett-Packard 3 0
05/15/2014 18:00:10  Power Supply 3 HP 186984 Switch power supply Hewlett-Packard 6 0
] 05/15/2014 18:00:10  Power Supply 4 HP 186984 Switch power supply Hewlett-Packard 3 0
05/15/2014 18:00:10 Switch Management Module Slot HP 18698A Switch Management Module Slot Hewlett-Packard 5 0
05/15/2014 18:00:10  Slot A HP 186984 Switch port module slot Hewlett-Packard s 0
_ 05/15/2014 18:00:10 slot B HP 186984 Switch port module slot Hewlett-Packard 5 0
05/15/2014 18:00:10 slot C HP 18698A Switch port module slot Hewlett-Packard 5 0
05/15/2014 18:00:10  Slot D HP 186984 Switch port module slot Hewlett-Packard 5 0
[ ] 05/15/2014 18:00:10  SlotE HP 186984 Switch port module slot Hewlett-Packard 5 0
05/15/2014 18:00:10  SlotF HP 186984 Switch port madule slot Hewlett-Packard s 0
05/15/2014 18:00:10 Slot G HP 18698A Switch port module slot Hewlett-Packard 5 0
-~ 05/15/2014 18:00:10  Slot H HP 186984 Switch port madule slot Hewlett-Packard s 0
05/15/2014 18:00:10  Slot [ HP 186984 Switch port module slot Hewlett-Packard s 0
05/15/2014 18:00:10 slot HP 18698A Switch port module slot Hewlett-Packard 5 0
- o 05/15/2014 18:00:10  Slot K HP 186984 Switch port module slot Hewlett-Packard 5 0
05/15/2014 18:00:10  Slot L HP 186984 Switch port madule slot Hewlett-Packard s 0
m 05/15/2014 18:00:10 Switch Management Module HP 18726A Management Module 5400z! K.15.05.001% ID836AS0K4 187284 Hewlett-Packard 9 0
05/15/2014 18:00:10 A HP 167084 4p 10G CX4 2l Module 1 K11.12 K.15.08.0019 SG837BCOSU  18708A Hewlett-Packard E] 0
05/15/2014 18:00:10 B HP 167084 4p 10G CX4 zI Module 1 K11.12 K.15.09.0019 SG837BC02Q  18708A Hewlett-Packard 9 0
05/15/2014 18:00:10 c HP J8702A 24p Gig-T zl Module 1 K.11.12 K.15.09.0019 SGB38ATOEL 18702A Hewlett-Packard 9 0
05/15/2014 18:00:10 o] HP J8702A 24p Gig-T zI Module 1 K.11.12 K.15.09.0019 SGB38ATOFD 18702A Hewlett-Packard 9 0
| 05/15/2014 18:00:10  E HP 187024 24p Gig-T 2l Module 1 K11.12 K.15.09.0019 SGB38ATOIL 18702 Hewlett-Packard 9 0
05/15/2014 18:00:10  F HP 187024 24p Gig-T z| Module 1 K.11.10 K.15.09.0019 SGB29AT3SL 18702 Hewlett-Packard 9 0
05/15/2014 18:00:10 G HP J8702A 24p Gig-T z| Module 1 K.11.12 K.15.05.001% SGB38ATOIS 187024 Hewlett-Packard 9 0
E 05/15/2014 18:00:10  H HP 167024 24p Gig-T 2| Module 1 K.11.10 K.15.08.0019 SGB29AT3SY 187024 Hewlett-Packard E] 0w
05/15/2014 18:00:10 1 HP 195494 20p GT / 4P SFP v2 2| Mod 1 K.15.07 K.15.09.0019 SG2168B01D 195494 Hewlett-Packard 9 0
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Asset Report

SW-RZ1-01

05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:
05/15/2014 18:00:

10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10
10

10
10
10
10
10
10
10
10
10
10
10

Chassis

Backplane

Fan Tray

Temperature sensor pseudocontainer
Power supply bay pseudocontainer
Management module pseudocontainer
Interface module pseudocontainer
Fan 1

Fan 2

Fan 3

Fan 4

Chassis Temperature

Fabric Module 1 Temperature
Fabric Module 2 Temperature

Slot & Temperature

Slot B Temperature

Slot C Temperature

Slot D Temperature

Slot E Temperature

Slot F Temperature

Slot G Temperature

Slot H Temperature

Slot I Temperature

Power Supply Bay 1

Power Supply Bay 2

Power Supply Bay 3

Power Supply Bay 4

Power Supply 1

Power Supply 2

Power Supply 3

Power Supply 4

CONIAMS

Network Infrastructure Analytics & Management System

HP 186984 Switch 5412z (Formerly ProCurve)

HP 186934 Switch backplane

HP 186984 Switch fan tray container

HP 186984 Switch temperature sensor pseudocontainer
HP 186984 Switch power supply bay pseudocontainer
HP J86984 Switch management module pseudocontainer
HP 186984 Switch interface module pseudocontainer
HP J86984 Switch fan

HP 186984 Switch fan

HP 186984 Switch fan

HP J86984 Switch fan

HP J86984 Switch temperature sensor

HP 186984 Switch temperature sensor

HP 186984 Switch temperature sensor

HP 186984 Switch temperature sensor

HP 186984 Switch temperature sensor

HP 186984 Switch temperature sensor

HP J86984 Switch temperature sensor

HP 186984 Switch temperature sensor

HP 186984 Switch temperature sensor

HP 186984 Switch temperature sensor

HP 186984 Switch temperature sensor

HP 186984 Switch temperature sensor

HP J86984 Switch power supply bay

HP 186984 Switch power supply bay

HP 186984 Switch power supply bay

HP 186984 Switch power supply bay

HP 186984 Switch power supply

HP 186984 Switch power supply

HP 186984 Switch power supply

HP 186984 Switch power supply
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Network Infrastructure Analytics & Management System

Path Visualizer & Ana

e Grafische Darstellung der Kommunikationspfade zwischen IP
Teilnehmern zu einem bestimmten
Zeitpunkt oder im zeitlichen Vergleich

e Bericht Uber Auffalligkeiten zu einem bestimmten Zeitpunkt
oder zu auffilligen Anderungen zwischen
zwei wahlbaren Zeitpunkten

Anwendungen:
* Planung von Anderungen

* Troubleshooting
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Path Visualizer

®1r Net () Router

Iﬁ:l}l}: 172:21:1::

|{:1

[<] [<]

IFastEthemethD

fc00:172:21:2:: /64
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Path Visualizer

C1

FastEthernet0/0
customeril

customerl
(o §
fcD0:172:21:2::/64
customerl

customerl
CE1
fc00:172:21:2:: /64

customerl

customerl
PE1

fcDD:172:21:2:: /64
customerl

Routing Info

Current Router:
Systemname:
Model:

Current VRF:

Final Diagnostics:
Remaining Destination:

Incoming Interface:
Incoming VRF:
Incoming Rules:

Incoming paket errors:
Incoming Address:

Protocol:

Metric / Distance:
Destination:
MNextHop:

Outgoing Interface:
Outgoing VRF:
Outgoing Rules:

Outgoing Bandwidth:
Outgoing paket errors:

Path bandwidth:

CE1

CE1

cisco 7206VXR
customerl

fc0D:172:21:2::/64

FastEthernet0/0
customerl

NAT / Policy / ACSE
Per-packet Multipath

o
fed80::c803:8ff:feb5:0

BGP

o/0
fcDD:172:21:2:: /64
fed0::c800:8ff:fea6:0

Seriall/0
customerl

tHrmmuombered / NAT / Policy
&€t / Per-packet Multipath

1544 kBit/s
o

100 MBit/s

CONIAMS
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Analyzer

IPv6 IPv4/v6 Compare Ack/Mute (All Entries)

=

Device unreachable

=]

Access to device with error

Duplicate IP address

|H
Ln

Interface with critical utilization
Interface with critical error rate
Interface with critical packet loss

Access to device with warning

b= o o o o o o (=]

Interface change

Interface with high utilization

lwd o o= o o =T =]

w o

Interface with high error rate

o o o 2o o o o o oo o o

o

Interface with high packet loss

Configuration change

= == =]
1
1

Inventory change

(M N e A XX XN

o o o o o o o o o o o o o (=]
1

Devices included in service domain

|H
~J
=
(=}
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Analyzer

@ Device IPv4 : IPv4/v6 Compare Ack/Mute (All Entries)

™) Loop (IPv6) 0 0 0 0 v
= Next hop out of range (IPv6) 0 0 0 0 v
] Path change (IPv6) i - - - v
- No path to network (IPv6) i 0 0 0 v
- Asymmetric routing (IPv6) 0 0 0 - v
<9 Path with high hop count (IPv6) 0 0 0 - v
- Split path (IPv6) 0 0 0 0 v
™) Connected IP networks (IPv6) 45 0 0 0 -
™ ) Outside IP networks (IPv6) 0 0 0 0 -
9 Static routes (IPv6) 1 0 0 0 =
. Multiple equal paths (IPv6) 3 0 0 - v

%T&A SYSTEME
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Analyzer

@ Device IPv4 : Ack/Mute (All Entries)

IP net mismatch (IPv4/v6)

IP net mismatch per device (IPv4/v6)
Path difference (IPv4/v6)

IP net match (IPv4/v6)

’AT&A SYSTEME



IP Netze Report

* Liste aller gemanagten und aller extern gerouteten IP-Netze
zu einem bestimmten Zeitpunkt oder im zeitlichen Vergleich

Anwendungen:
* Controlling
* Planung von Anderungen
 Troubleshooting
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IP Netze Report

CONIAMS

Network Infrastructure Analytics & Management System

22 10.1.42.0/23 SW-RZ2-01
23 10.1.42.0/23 SW-RZ1-01
24  10.1.44.0/23 SW-RZ1-01
25 10.1.44.0/23 SW-RZ2-01
26  10.1.46.0/23 SW-RZ2-01
27 10.1.46.0/23 SW-RZ1-01
28 10.1.49.0/24 SW-RZ2-01

30 10.1.49.0/24 tat-rir-1.ads.systeme.de
31 10.1.49.0/24 SW-RZ1-01

32 10.1.49.0/24 tat-rir-1.ads.systeme.de
33 10.1.50.0/23 ~EG- =

34 10.1.50.0/23 -RF2-| =

35 10.1.50.0/23 = - =

36 10.1,50.0/23 SW-0G1-\VolP-01

37 10.1.50.0/23 = - =

38 10.1.50.0/23 SW-0G2-VolP-01

39 10.1.50.0/23 = = =
40 10.1.50.0/23 = = -
41  10.1.50.0/23 TA-RBTR.

42 10.1.50.0/23 SW-0G1-01

43 10.1.50.0/23 SW-RZ2-01

44  10.1.50.0/23 SW-RZ1-01

45  10.,1.50.0/23 SW-0G2-01

aglobal
global
global
global
global
global
global
global
global
global
global
global
global
global
global
global
global
global
global
global
global
global
global
global

WVLANIO

WVLANIO

WVLANZO

WVLANZO
DEFAULT_VLAN
DEFAULT_WVLAN
VLANSO

Adaptive Security Appliance 'ETH-TA-LAB' interface
EthernetD

WVLANSO

EthernetD

WVLAN4OOO

BayStack 350-24T - 1
BayStack 350-24T - 1
DEFAULT_VLAN
Vlan-interfacel
DEFAULT_VLAN
TA-MGMT

TA-MGMT

Adaptive Security Appliance 'management’ interface
TA-MGMT

VLAN4OOO

WVLAN4OOO

TA-MGMT

up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up

ETH-TA-CL-TECH
ETH-TA-CL-TECH
ETH-TA-CL-BO
ETH-TA-CL-BO
ETH-TA-SRV
ETH-TA-SRV
ETH-TA-LAB

ETH-TA-LAB

ETH-TA-LAB

ETH-TA-LAB

ETH-TA-LAB
Vlan-interfacel Interface
Vlan-interfacel Interface
Vlan-interfacel Interface
Vlan-interfacel Interface
Vlan-interfacel Interface
Vlan-interfacel Interface
Vlan-interfacel Interface
Vlan-interfacel Interface
Vlan-interfacel Interface
Vlan-interfacel Interface
Vlan-interfacel Interf:
Vlan-interfacel Interface

Vlan-interfacel Interface
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IP Netze Report

1 0.0.0.0/0 1 2 Details Ack/Mute
2 0.0.0.0/0 3 5 Details Ack/Mute
3 1.15.0.0/17 1 2 Details Ack/Mute
4 1.15.128.0/17 1 2 Details Ack/Mute
5 1.168.168.0/23 1 2 Details  VIP Netz Acld/Mute
6 10.10.1.0/24 1 2 Details Ack/Mute
7 10.161.160.0/22 1 1 Details Ack/Mite
8 62,157.110.0/24 1 2 Details Ack/Mute
9 62,157.111.64/27 1 2 Details Ack/Mute
10 172.16.255.0/24 1 1 Details Ack/Mute
11 172.24,25.0/24 1 1 Details Ack/Mute
32 185.19.8.0/22 1 1 Details Ack/Mute
13 10.1.7.0/24 1 2 Details Ack/Mute
14 10.1.95.0/24 1 1 Details Ack/Mite

%T&A SYSTEME



CONIAMS

Network Infrastructure Analytics & Management System

IP Netze Report

SW-RZ1-01 10.1,51.254 3. 1 1.168.168.0/23 TA-FW-MGMT 10.1.51.247 WLAN4DDD global
SW-RZ£2-01 10.1.47.253 .a. 1 1.168.168.0/23 TA-FW-MGMT 10.1.51.247 WLAN4DDOD global
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IP Netze Report

[ S S S = e s T e T = = T R e e S S S Y O S ST S =1
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Risikoreport zu Gerateko

NIAMS ICMP Unreachable Messages Were Enabled LOW 2 Ref. 16

SMMP Access Without Network Filtering INFO 3 Ref. 17

Switch Port Security Disabled LOW 2 Ref. 18

Netwnrk Device c°nﬁgu ration Risk Repurt & User Was Configured With Mo Password CRITICAL7 Ref. 19

Clear Text Telnet Service Enabled HIGH 2 Ref. 20

This summary ist based on Nipper Security Reports. BOOTP Service Enabled LOW 2 Ref. 21

Weak SHMP Traps INFO 9  PRef22

A total number of 12 devices were analyzed. Weak S5L Cipher Supported LOW 1 Ref. 23

Weak Filtering Of Source, Destination And Services LOW 1 Ref. 24

THURSDAY, 15 MAY 2014 Users Were Configured With Weak Passwords LOW 3 Ref. 25

Mo Connection Timeout 5 Ref. 26

1 Summary ACEs Allows Access From A Network Source Address INFO 3 Ref. 27
Switch Port Trunking Was Enabled 2 Ref. 28

Issue Risk Count Devices CDP Was Enabled On An Interface LOW 2 Ref. 29

Unrestricted Outbound Administrative Access INFO 3 Ref. 2 SMMP Write Access Was Enabled LOW 6 Ref. 30
SSH Protocol Version 1 Supported 3 Ref. 3 SNMP Community Strings Without A View INFO 3 Ref. 31
Potentially Unused Network Interfaces INFO 2 Ref. 4 Outbound Administrative Access Configured INFO 3 Ref. 32
Interfaces Were Configured With No Filtering 3 Ref. 5 DNS Lookups Enabled INFO g Ref. 33
Access Allowed To Clear Text Protocol Services LOW 3 Ref. B Proxy ARP Was Enabled INFO 3 Ref. 34
All Permit ACE Do Not Log INFO 3 Ref. 7 Mo Post Logon Banner Message INFO 3 Ref. 35
CDP Was Enabled On Multiple Interfaces LOW 1 Ref. 8 Clear Text TFTP Service Enabled g Ref. 36
Dictionary-Based SNMP Trap INFO 4 Ref. 9 Clear Text SNMP In Use INFO 12 Ref. 37
ICMP Redirect Messages Were Enabled INFO 3 Ref. 10 Access Allowed To Potentially Unnecessary Services INFO 3 Ref. 38
Mo Administrative Host Access Restrictions g Ref. 11 MOP Enabled INFO 3 Ref. 39
Weak SNMP Community Strings Were Configured LOW 7 Ref. 12 Clear Text HTTP Service Enabled g Ref. 40
Mo SNMP TFTP Server List ACL Configured LOW 2 Ref. 13 ACE Allows Access Between Any Source, Destination And Service LOW 2 Ref. 41
Access Allowed To Potentially Dangerous Services INFO 3 Ref. 14 Mo Pre-Logon Banner Message LOW 12 Ref. 42
All Deny ACE Do Not Log INFO 2 Ref. 15 Weak SNMP Trap INFO 3 Ref. 43
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Risikoreport zu Geratekonfigu

2.3. No Connection Timeout

2.3.1. Finding )
The connection timeout setting is used by HP ProCurve devices to identify unused Overall:
connections that can be closed. The system resources used by HP ProCurve devices can Impact HIGH
then be freed. A connection could become unused for a number of reasons; the network Ease:
connection may have been disrupted, a connection may not have been properly FiX QUICK
terminated or an administrator may have left their computer with a connection open.

Nipper determined that there was no connection timeout configured on SW-RZ2-01.

2.3.2. Impact
If a connection is not properly terminated, it may be possible for an attacker to make use of the connection in order
to gain access to the device. If successful, the attacker would gain access with the privileges of the previous user.

2.3.3. Ease

For an attacker with physical access to SW-RZ2-01, gaining access through a console port that had not been
terminated would be trivial. The attacker, who may legitimately have access to the server room, would simply have
to attach a console cable to their computer.

With clear text protocol services being offered by SW-RZ2-01, monitoring the network traffic would reveal a lot of

information about the connection. The attacker may even be able te capture the authentication credentials, so would
not have to attempt to take over a connection.

With cryptographically secure services, gaining access to an unterminated connection could prove more difficult. The
attacker may have to exploit a weakness in the protocol to gain access.

2.3.4. Recommendation
Nipper recommends that a timeout period of 10 minutes should be configured for connections to SW-RZ2-01.

An inactivity timeout can be configured with the following command:

console inactivity-timer timscut-minutes

Related security issues:

® Clear Text HTTP Service Enabled (see section 2.2);
® Clear Text Trivial File Transfer Protocol (TFTP) Service Enabled (see section 2.4).
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Differences: 5 v A
170 |router bgp 197990 ez |l -
171 | bgp router-id 185.18.8.167 170 |router bgp 1979590 il
172 | bgp log-neighbor-changes 171 | bgp router-id 185.19.8.167
173 | neighbor TMRvE peer-group 172 | bgp log-neighbor-changes
174 | neighbor TMRvE remote-as 12329 173| neighbor TMRvE peer-group
175 | neighbor TMRvE description IFvE-TMR-B&E-Routers 174| neighbor TMRvE remote-as 12323
176 | neighbor TMRvE update-source FastEthernet0/1.4004 175| neighbor TMRvé description IEv&-TMR-BGP-Routers
177 | neighbor TMRvd peer-group 176 | neighbor TMRv6 update-source FastEthernet0/1.4004
178 | neighbor TMRv4 remote-as 12329 177 | neighbor TMRv4 peer-group
179 | neighbor TMRv4 description IFv4-TMR-BGP-Routers 178 | neighbor TMRv4 remote-as 12329
180 | neighbor TMRv4 update-source FastEthernet0/1.4004 179 neighbor TMRv4 description IFvi-TMR-BGP-Routers
181 | neighbor 2001:7DB:8004:FF00::1 peer-group IMRVE 180 | neighbor TMRv4 update-source FastEthernet0/1.4004
182 | neighbor 2001:7DB:8004:FF00::2 peer-group TMRVE 181 | neighbor 2001:7D8:8004:FF00::1 peer-group TMRvé
13 neighbor 2A01:7E80:1::102 remote-as 197990 182 | neighbor 2001:7DE:8004:FF00::2 peer-group TMRvéE 1]
13 neighbor 185.19.8.164 remote-as 197990 hSS neighbor 212.23.144.177 peer-group TMRv4 I
185 | neighbor 212.23.144.177 peer-group IMRvd 184| neighbor 212.23.144.178 peer-group TMRvd
186 | neighbor 212.23.144.178 peer-group TMRv4 185| !

187 ! 186 | address-family ipv4

188 | address-family ipvd 187 network 185.19.8.0 mask 255.255.252.0

189 network 185.19.8.0 mask 255.255.252.0 1&g neighbor TMRv4 prefix-list From-ISP-TMR in
130 neighbor TMRv4 prefix-list From-ISP-TMR in 159 neighbor TMRv4 prefix-list To-ISP-TMRv4 out
191 neighbor TMRv4 prefix-list To-ISP-TMRv4 out 190 no neighbor 2001:7D8:8004:FF00::1 activate
132 no neighbor 2001:7D8:8004:FF0 1 activate 191 no neighbor 2001:7D8:8004:FF00::2 activate
1393 no neighbor 2001:7D8:B004:FF0 2 activate 1 neighbor 212.23.144.177 activate

13 no neighbor 2A01:7E80:1::102 activate 193 | neighbor 212.23.144.178 activate

19 neighbor 185.19.8.164 activate 194 2uto-Summary

196 neighbor 212.23.144.177 activate 195 exit-address-family

137 neighbor 212.23.144.178 activate lag| !

198 auto-summary 197 | address-family ipvé

199 | exit-address-family 198 network ZR01:7E80::/32

z200| ! 199 neighbor TMRvE prefix-list To-ISF-TMRVE out
201 | address-family ipvé 200 neighbor 2001:7D8:8004:FF00::1 activate

202 network 2R01:7E80::/32 Z0L neighbor 2001:7D8:8004:FF00::2 activate

203 neighbor TMRvE prefix-list To-ISP-TMRvé out bt exit-address-family

204 neighbor 2001:7DB:E004:FF00::1 activate Sl *

205 neighbor 2001:7D8:B8004:FF00::2 activate 204 [no ip forward-protoccl nd

20| neighbor 2AD1:78B0:1::102 activate 205 |no ip http server

207 | exit-address-family 206 |ip http access-class 10 i
< b
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181
182

neighbor 2001:7D8:8004:FF00::1 peer—-group IMBvE
neighbor 2001:7D8:8004:FF00::2 peer-group TMRvE

150
181

5

neighbor 2A01:7E80:1::102 remote-as 1979590
neighbor 185.19.8.164 remote-as 197990

CONIAMS
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neighbor TMRv4 update-source FastEthernet0/1.4004
neighbor 2001:7D8:8004:FF00::1 peer-group THMRvE
neighbor 2001:7DE8:8004:FF00::2 peer-group TMEvE

182
183

185
186
187
1588
189
120
191
192
193

neighbor 212.23.144.177 peer-group TMEwv4

neighbor 212.23.144.178 peer-group TMEvd

]

address-family ipwvd

network 185.19.8.0 mask 255.255.252.0
neighbor TMRv4 prefix-list From-ISP-TMR in
neighbor TMRv4 prefix-list To-ISP-TMRv4 out
no neighbor 2001:7DE:8004:FF00::1 activate
no neighbor 2001:7DE:8004:FF00;::2 activate

184
185
136
187
1ag
139
190
151

neighbor 212.23.144.177 peer-group TMRv4
neighbor 212.23.144.178 peer-group TMRwv4

1

address-family ipwvd

network 185.19.8.0 mask 255.255.252.0
neighbor TMEv4 prefix-list From-ISP-TME in
neighbor TMRw4 prefix-list To-ISP-TMRv4 out
no neighhor 2001:7D8:8004:FF00:z:1 activate
no neighbor 2001:7D8:8004:FF00::2 activate

19
19

noe neighbor 2A01:7E80:1::102 activate
neighbor 185.19.8.164 activate

93
194

155
157
198

neighbor 212.23.144.177 activate
neighbor 212.23.144.178 activate
auto-summary

195
196
197

neighbor 212.23.144.177 activate
neighbor 212.23.144.178 activate
auto-sSumnary
exit-addreas-family

!

address-family ipvé

’AT&A SYSTEME



eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

Status Dashboard fiir iPad

* Ganzheitlicher Uberblick mit Drilldown Gber alle NIAMS-Jobs
und deren aktuellem Status, sowie Statusanderungen

Anwendung:

* Monitoring von Projektfortschritten und
Entwicklung der Netzwerkqualitat
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rNIAMS Statistic Report

Did finish loading

Server name r-httpez:Ma—niame;;(-.‘»d—dw.am:.eaysltame.de.. e 0‘}

Password (ensseses

Save credentials m
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Status Dashboard f

NIAMS Job Selection

Actual query
5 1
=4
o .
g 7 Details
b
@
0
01.03.2013 19:33
Queries
J

BAD devices

Job name UNKNOWN Query dates

check for mpls label changes 01.03.2013 19:33

OK devices

Job name UNKNOWN Query dates

check IPv4 connectivity s
between customer sites 01.03.2013 19:32
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Status Dashboard fiir

13:51

Home  Job | QueryDate

NIAMS Job Selection Details

Summarized statistic

)
* | 10.12.2012 18:47

01.03.2013 19:25

#Status

0 o

a L] L] 0
10.12.12 18(B62.12 180L72.12 18M12.12 197112.12 1D003.13 1DM103.13 18883.13 18403.13 19083.13 1808313 19:34
Queries

Surnmarized St
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Uber NIAMS®©

System

* Benutzersprache: Englisch
e Lauft auf allen Windows 64-Bit Systemen
* Benotigt Microsoft SQL Server (ab Express Edition)

Sicherheit

* Granulare Benutzer-/Gruppen Berechtigungen
e 4-Augen Modus (Admin + Auditor)
* Daten mit AES256 und Zugriff per HTTPS verschlisselt

Kompatibilitat und Integration

* Alle Funktionen unterstitzen IPv4 und IPv6
e Alle Reports als CSV und im MS Excel Format verfligbar

* Datenaustausch mit Fremdsystemen mittels NIAMS Connectoren
(z.B. fur CA Spectrum, Men&Mice IPAM)

* Alle Funktionen & Reports direkt per URL erreichbar
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Vielen Dank

Mehr Informationen zu NIAMSS,
Gutschein fur eine Freifahrt durch
lhr Netzwerk, sowie Live-Demo an
Stand 3 im Foyer

Entdecken Sie demnachst auf www.niams.eu:

* |hre NIAMS-Netzwerkdokumentation
in einer Testversion: Ab KW 26 (16. Juni) downloaden
und 60 Tage kostenlos testen

e PDF zu diesem Vortrag
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